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1.2 Definitions

Wherever used in these Guidelines, the following terms shall have the following
meanings:

1. Authentication means the act of verifying the identity of a user, process, or
device, often as a prerequisite to allowing access to resources.

2. Authorization means a mechanism to grant access privileges to a user,
program, or process or the act of granting those privileges.

3. Code Obfuscation means the process of deliberately transforming software
code into a form that is difficult for humans or automated tools to understand,
while preserving its original functionality.

4. Confidential Information means any information relating to a consumer,
including but not limited to their personal, financial, transactional, or account-
related data, which if disclosed, lost, or accessed without authorization, may
result in harm, loss of privacy, or financial damage to the consumer or
reputational and legal consequences to the institution.

5. Consumer means an individual or juristic person who may access or use digital
financial services or products thereof.

6. Digital Financial Services means a broad range of financial services accessed
and delivered through digital channels, including payments, credit, savings,
remittances and insurance.

7. Digital Financial Service Providers means financial services providers
regulated by the Central Bank of Lesotho to provide digital financial services
to consumers.

8. Dynamic Application Security Testing means a "black-box" testing
methodology that analyzes a running application by simulating attacks
through its external interfaces to identify runtime security vulnerabilities and
configuration weaknesses.

9. Integrated Circuit Card Identifier means a globally unique number
identifying an individual SIM (or e-SIM) issued by the Smart-card Issuer.

10. International Mobile Equipment Identity means a unique 15-digit identifier
allocated to mobile devices, used for equipment identification and blacklisting.

11. International Mobile Subscriber Identity means a unique identifier stored on
the SIM, used to identify the subscriber on the mobile network.

12. Minification means the process of removing all unnecessary characters from
source code without changing its functionality.

13. Mobile Application means a self-contained computer program designed to
execute on a mobile device.

14. Mobile Network Operator means a service provider duly licensed by the
Lesotho Communications Authority to construct, install, own, operate and

N¢ €07



maintain an electronic communications network for the purpose of providing
electronic communications services, which include voice, short message service
(SMS) and data services, to the consumers or end-users.

15. Mobile Station International Subscriber Directory Number means the full
telephone number used to identify a mobile subscriber in the public switched
telephone network.

16. Multi-Factor Authentication means a security protocol that requires a user to
provide at least two distinct types of verification factors to access systems or
data.

17. One-Time Password means a single-use password typically delivered via SMS,
email or USSD for transaction authentication.

18. Operating System means software that manages and handles hardware and
software resources of a computing device.

19. Over-the-Air means the transmission of data (such as configuration or
application updates) to a mobile device or SIM card via the radio interface,
without physical access.

20. Personally Identifiable Information means data that can be used to identify a
specific individual.

21. Personal Identification Number means a numeric code used to authenticate
the account holder.

22. Sensitive Information means any information, including personal data,
financial data, authentication credentials, transaction records, or confidential
information, where loss, misuse, unauthorized access, or modification could
adversely affect digital financial service providers or their consumers, resulting
in financial loss, reputational damage, or other harm.

23. Signaling System No. 7 means a set of telephony signaling protocols used to
set up and tear down telephone calls, route SMS, and provide other services.

24. SIM Toolkit means a set of commands that enable the SIM card to initiate
actions which can be used for applications like mobile banking or menu-driven
services.

25. Short Message Service means a text-based messaging service for exchanging
short alphanumeric messages between mobile devices; defined as a “store-and-
forward” service.

26. Software Bill of Materials means a formal, machine-readable inventory of all
proprietary and open-source software components, libraries, and modules
used in a software product, crucial for risk management and tracking known
vulnerabilities.

27.Smart Card Issuer means a company or organization that creates and
distributes smart cards for various purposes, such as financial institutions
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(banks, credit card companies), governments (digital [Ds, health cards), and
corporations.

1. Static Application Security Testing means a “white-box” testing methodology
that analyzes an application's source code, bytecode, or binaries for security
vulnerabilities without executing the program, typically identifying
weaknesses early in the Software Development Life Cycle (SDLC).

2. Strong Consumer Authentication means a security requirement mandating
the use of Multi-Factor Authentication (MFA) for accessing payment accounts
online, initiating electronic payment transactions, or performing other high-
risk actions.

3. Subscriber Identity Module means a smart card that securely stores the IMSI,
authentication keys, and subscriber data.

4. Transport Layer Security means a cryptographic protocol that provides end-
to-end security of data sent between applications over the Internet.

5. Unstructured Supplementary Service Data means a session-based protocol for
sending short messages between a mobile device and application servers,
commonly used for real-time service queries {e.g., balance checks).

6. Number Recycling means the process whereby the MNO reallocates a
dormant/inactive Mobile Station International Subscriber Directory Number
(MSISDN) to a new customer.

2 Introduction and Context

2.1 Introduction

In the rapidly evolving landscape of Digital Financial Services (DFS), ensuring the
robust security of SIM cards, mobile applications, and Unstructured Supplementary
Service Data (USSD) protocols is paramount to fostering trust, promoting financial
inclusion, protecting users against cyber threats and vulnerabilities, and maintaining
economies stability worldwide. As mobile applications increasingly facilitate financial
transactions, it is imperative that Digital Payment Service Providers implement strong
and effective security measures to mitigate potential vulnerabilities.

The Digital Financial Services Security Guidelines are a collaborative effort between
the telecommunications regulator, Lesotho Communications Authority (LCA), and
the financial services regulator, Central Bank of Lesotho (CBL). It is designed to
provide guidance in the enhancement of the security of Digital Financial Services.
Leveraging the International Telecommunications Union (ITU)'s extensive expertise
in telecommunications and technology, these guidelines address critical security
challenges ranging from weaknesses in mobile applications, inherent SIM card
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vulnerabilities, and the pervasive threat of SIM-swap fraud to broader infrastructure
and operational security risks. They provide a comprehensive framework for Mobile
Network Operators (MNOs) and Digital Financial Service (DFS) providers to identify,
mitigate, and respond to security risks. By outlining best practices for user
authentication, transaction security, and data protection, and operational resilience,
these Guidelines aim to serve as a vital resource for all stakeholders committed to
building a secure, reliable, and inclusive digital financial ecosystem.

2.2 Objectives

The primary objective of these Guidelines is to secure the DFS ecosystem by providing
a comprehensive framework for stakeholders to identify, mitigate, and respond to
security risks. Specifically, these Guidelines aim to:

a) Mitigate Network Vulnerabilities: Address security weaknesses in legacy
protocols, such as Signaling System No. 7 (S57), which facilitate USSD and SMS
channels, in order to prevent interception, account takeovers, and
misappropriation of funds.

b) Enhance Mobile Application Security: Mandate secure architecture, secure
coding practices, and robust encryption for mobile applications to protect
against unauthorized access and data breaches.

c) Strengthen Authentication: Implement Strong Consumer Authentication
(SCA) and Multi-Factor Authentication (MFA) to ensure that only authorized
users can initiate financial transactions or access sensitive data.

d) Combat SIM-Related Fraud: Establish rigorous controls for SIM replacement
and number recycling to protect consumers from SIM-swap fraud and
unauthorized account access.

¢) Ensure Data Privacy: Safeguard Personally Identifiable Information (PII) and
sensitive payment data in accordance with national laws and internationally
recognized security standards.

2.3 Scope of Application

These Guidelines shall apply to:

a) All Telecommunications Service Providers, incorporated under the Companies
Act of Lesotho, and licensed by the Lesotho Communications of Authority.

b) All Digital Financial Service Providers, which are developing, procuring,
operating, facilitating, or providing Digital Financial Services through mobile
applications and USSD to end users, and are licensed by the Central Bank of
Lesotho.
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24 General Guiding Principles

a) Security by Design: Mobile application must be developed using secure
architecture principles from inception.

b) Privacy and Data Protection: Personally Identifiable Information (PII) must be
safeguarded in accordance with Data Protection Laws.

c) User Trust: Authentication, authorization, and communication mechanisms
must build trust and resilience.

3 Regulatory Guidelines
3.1 MNO Controls and Security Measures

3.1.1 Mitigating SS7 and Core Network Vulnerabilities
To address these vulnerabilities, the MNOs shall implement the
following controls:

a) IMSI Validation Gateway: An IMSI validation gateway should be
used to verify that the registered consumer is accessing DFS via
USSD. This helps DFS providers detect and prevent USSD
interception.

b) Limit Access to Traces and Logs: Enforce an auditable process for
reviewing access to traces and logs on interfaces using inherently
insecure protocols. USSD PINs shall not be recorded in event data
records.

¢} Secure and Monitor Core Network Traffic: Secure and monitor
core-network links {(e.g., SMSC-GW, USSD-GW, DFS application
servers) using modern encryption protocols such as TLS1.2 or
higher.

d) Secure GSM Ciphers for Radio Network Traffic: Use secure
GSM ciphers to encrypt radio-network traffic between
subscribers’ devices and base stations.

e) Session and Key Store Timeout: All sessions, including USSD,
SIM Toolkit (STK), and mobile applications, should automatically
log out after a period of inactivity, with a maximum session
duration of 10 minutes. Cryptographic key stores must also
automatically lock after inactivity to protect sensitive keys.

fy SMS Filtering: Block all binary-formatted SMS (e.g., OTA
messages, WAP Push, M-WAP) from non-trusted sources.
Maintain and regularly update a whitelist of authorized
originators permitted to send binary SMS to subscriber handsets.
Any binary SMS not on the whitelist shall be silently discarded by
the MNO's SMSC.
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g} SMS Home Routing: Bar all outgoing and incoming SMS traffic
except when the messages are routed through their home-network
SMS hosts. They shall configure their SMSC and interconnect
routing so that:

i. No subscriber-originated SMS may leave the network
unless it first transits the MNO’s home SMS platform.
ii. No incoming SMS may be delivered to a subscriber

unless it first transits the MNO'’s home SMS platform.
h) USSD PIN Masking: Deploy USSD PIN masking — masking user-
entered PINs on-screen and in logs — wherever technically feasible.

3.1.2 Mitigating SIM-Related Risks and Fraud

To address sim card related risks and fraud, MNOs shall implement the

following controls:

a)  SIM Replacement: When a SIM replacement is carried out, adhere
to “The Communications SIM (Subscriber Identity Module
Registration) Regulations, 2021",

b)  Notify DFS providers on swapped SIMs, ported and recycled
numbers. The exact method of notification and validation may be
determined by the respective providers, taking into account
operational feasibility and cost.

c) SIM Swap: To authenticate users before a SIM swap, MNOs should
use a combination of something they (users) are, something they
have, or something they know. User authentication challenges
should include:

i.  Verification of personal details (address, email address, DOB),
ii. Account information (SIM activation date, most recent
recharge/top-up, and the current subscribed service package)
iii.  Device and usage information (recent numbers- MSIDN),
iv. Knowledge and possession (PIN or password, security
question, email OTP, SMS OTP.

d) Number Recycling: Design and implement a mobile number
recycling process that involves communicating with DFES
providers on recycled Mobile Subscriber Identification Numbers
(MSIDN).

e)  When an MSIDN is recycled, report the new IMSI associated with
the number to the DFS provider. The DFS shall then block the
account until the identity of the new person holding the SIM card
is verified as the account holder. The exact method of notification

NG



and validation may be determined by the respective providers,
taking into account operational feasibility and cost.

Notify the current SIM/ phone number owner —via SMS, IVR, or
push USSD—of any SIM swap request, and await a positive
confirmation from that owner for a predefined interval of 15 - 20
minutes, before proceeding with the activation of the swap.
Safeguard personal information that can be used during SIM
swaps and securely store SIM data like IMSI and SIM secret key
values (KI values).

In collaboration with DFS providers, detect and mitigate social
engineering attacks —including MT-USSD fraud and USSD
interception by implementing IMSI validation, and is
recommended to implement secure OTP wrappers, location
validation and IMEI validation where possible.

3.2 DFS Provider Guidelines on Mobile Applications Security

3.2.1 General Requirements
DFS providers shall;

a)

Develop, implement and maintain a board-approved policy
governing mobile application business objectives, standards,
compliance, guidelines, controls, responsibilities, and liabilities. The
policy shall be reviewed and updated at least annually and
whenever there is a significant change.

b) Detect whenever a SIM card associated with DFS is swapped or

©)

replaced. Further verification shall be required before authorizing any
transaction or account changes with new SIM.

Implement device authentication to improve endpoint security by

tracking the IMEIs of the devices used to access financial services. In

this way, an account that changes devices shall be flagged by the DFS

operator.

Avail end-users the option to opt-out of the USSD or STK channels

for financial transactions, especially those that can access the DFS

using an application.

Develop mobile applications in-house, through outsourcing or by a

combined approach. To manage mobile application development

projects, DFS providers shall;

i. Put in place necessary application documentation including
manuals on development, testing, trainings, production,



Ii.

iil.

iv.

operational administration, user guides and Service Level
Agreements (SLAs).

Carry out independent vulnerability assessment, penetration
testing and performance assessment of mobile apps to ensure
secure and effective operation before deploying the same in
production environment.

Carry out system and User Acceptance Testing (UAT) in an
environment separate from the production environment.
Establish a secured source code deposit arrangement when
mobile applications are developed by third-party vendors and
the code is not handed over to the owners.

Ensure third-party-developed applications include source code
escrow arrangements and documented service level agreements
(SLAs).

f) Ensure that mobile applications are only available for download or

installation through official and trusted application stores. DFS

providers must strictly prohibit hosting the application file on the

application owner’s website, vendor websites, or any third-party

websites.

3.2.2 Mobile Application Architecture
DFS providers shall:

a)

b)

d)

Develop a standard architecture based on a prescribed set of
security principles, rules, techniques, processes, and patterns to
design secure mobile applications.

Ensure that the entire development of mobile applications revolve
around the architectural principles, which can be updated based on
the learnings during the course of development of application
layers (or equivalent) and operational usage and consumer
feedback.

Ensure that the mobile application architecture is robust and
scalable, commensurate with transaction volumes and consumer
growth. For this purpose, a robust capacity management plan shall
be put in place to meet evolving demand, including appropriate
version control mechanisms.

Adopt a secure architecture framework guided by, including but
not limited to, the OWASP Mobile Top 10 and NIST SP 800-218.
API security, threat modeling, and secure data flow shall be
implemented.
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3.2.3 Device Integrity
DFS providers shall:

3.24

a)

Implement a flexible device registration and or binding
functionality on mobile applications, using multiple properties
unique to the device (such as IP address, location, remote server,
time of day, device type, location, PIN code, Wi-Fi information,
screen size, browser, etc.) and detect jailbroken or rooted devices.

Ensure that the device registration and or binding is implemented
using a combination of hardware, software, and service
information. In cases, where multiple devices are registered by a

user:

i. the user shall be notified of every new device registration via

the registered mobile number, by email or phone call and;

ii. DFS providers shall maintain a record of all registered

devices and provide the user a facility to disable a registered
device.

Communication & TLS Security
DFS providers shall ensure that:

a)

Mobile applications utilize standardized cryptographic libraries
and implement end-to-end encryption when communicating with
backend services (including micro services). All data exchanges
shall be protected using secure transport layer protocols, with TLS
as the minimum standard, with a transition plan to latest TLS
version as industry best practice evolves.

TLS certificates are valid, unexpired, and configured with strong
cipher suites, including at least AES-128 for encryption and SHA-
256 for hashing. Authenticated encryption modes, such as
Galois/ Counter Mode (GCM) are recommended.

The validity period for issued TLS certificates does not exceed 365
days, in accordance with CA/Browser Forum best practices.

Only certificates issued by trusted Certificate Authorities (CAs)
shall be used. DFS providers shall assure the trustworthiness of the
CA and establish contingency measures if a CA is compromised or
no longer trusted.

TLS configurations are implemented securely to prevent
misconfiguration, weak cipher negotiation, or insecure algorithm
selection.

11
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3.2.5

f)

g)

h)

A custom Trust Manager is configured to prevent mobile
applications from accepting unverified or unknown certificates.
Client devices shall always correctly validate server certificates.
Certificate pinning is implemented to bind a host to its expected
public key certificate or public key, thereby preventing
unauthorized certificate replacement. Mobile applications shall
include built-in controls to mitigate attempts to bypass or disable
certificate pinning,.

Mobile applications suspend or cease operations until certificate-
related errors are properly addressed and securely resolved.
Mobile applications are capable of detecting new and unsecured
network connections and shall prompt the user to provide
authorization before proceeding with access and use of the
application.

User Authentication and Authorization
DFS provider shall

Ensure that explicit and convenient consumer consent is obtained

prior to the registration of a mobile application.

Implement a risk-based approach to authorization commensurate

with the value of financial transaction.

Adopt Strong Consumer Authentication (SCA) mechanisms to

protect the initiation of mobile payments and access to sensitive

payment or personal data. At a minimum, DFS provider shall:

i. Implement multi-factor authentication (MFA) for mobile
payment applications registration and prior to performing
financial or other sensitive transactions. Implemented MFAs
shall be phishing-resistant (as per [b-ITU-T X.1277] and [b-
ITU-T X.1278]).

ii. Shall enforce strong passwords with a minimum length of 8
characters. Complexity requirements (uppercase, numbers,
symbols) should be used to discourage easily guessable
patterns.

iii. Shall enforce strong passwords with a minimum length of 8

characters. Complexity requirements (uppercase, numbers,
symbols) should be used to discourage easily guessable
patterns.

iv. Ensure that if biometric authentication is used, (e.g,

fingerprint, face recognition), secure biometric data is
secured through trusted hardware or secure storage (e.g.,
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Android Keystore) with encryption.

v. Preferably  implement  smartphone  authenticator

applications over SMS delivery due to 557 hijacking and
other insecurities. OTP auto-fetching functionality may be
provided to enhance usability.

vi. Set a configurable limit on failed authentication attempts,

after which access to the mobile payment service shall be
blocked.

vii. Log, monitor, and analyze all authentication attempts to

detect anomalies and possible security breaches.

3.2.6 Protection of Sensitive Payment Data and Personal Data
DFS Providers shall ensure that:

a)

g)

Trusted hardware (e.g., Trusted Execution Environment, Secure
Element, or equivalent) is used for storing and managing sensitive
information where available.

Confidential Information is deleted from caches and memory after
use, upon logoff, app uninstallation, or unexpected termination of
an app instance.

Memory clean-up is performed before the application exits to
prevent exposure of sensitive data. Sensitive information such as
passwords or cryptographic keys is not hard coded into the
application source code.

Information is not stored in external storage; where unavoidable,
strong input validation must be applied.

Data sharing with other applications is restricted through fine-
grained permissions, and permissions requested are limited to
those required for the application’s functionality.

All client input intended for database storage is validated to
prevent injection attacks.

Consumer credentials, transaction data, and confidential
information are encrypted in transit and at rest using strong,
internationally recognized cryptographic standards.

Encryption keys are rotated periodically to maintain cryptographic
security, and stored only in a secure, non-exportable form within a
keystore bound to secure hardware where available.

Key Use Authorization is implemented at key generation and is not
modified thereafter.
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3.2.7 Secure Coding and Application Development
DFS providers shall:

a)

b)

8)

Develop mobile applications in accordance with industry-accepted
secure coding practices and standards (e.g. OWASP). The DFS
Providers shall also perform SAST and DAST testing before release
and maintain a Software Bill of Materials (SBOM) for all
components.

Maintain an inventory of all protocols, services, components, and
third-party libraries or modules used in the application, and ensure
these are secure, supported, and updated as required.

Establish a secure mechanism for updating applications and ensure
that all dependent libraries and modules can be securely updated
when necessary.

Ensure that mobile applications are code-signed to confirm
authenticity and integrity, and that private keys used for code
signing are securely generated, stored, and backed up.

Apply source code obfuscation and minification techniques to
protect applications against reverse engineering.

Ensure that application code is independently reviewed and
assessed by internal or external teams prior to release and after any
significant change.

Perform manual and automated security testing to verify that the
applications are not vulnerable to common coding flaws, including
but not limited to injection attacks, buffer overflows, insecure
cryptographic storage, insecure communications, and improper
error handling.

3.2.8 Session Management
DFS providers shall:

a)

b)

Implement automatic user log-off in mobile applications after a
configurable period of inactivity, which is not exceeding 15
minutes.

Provide an easily accessible and clearly visible log-off mechanism
for users.

Ensure that all application-specific sensitive data stored in
temporary and permanent memory is erased or expired upon user
log-off or termination of the application instance.

Establish a procedure to centrally disable access to mobile
application servers from devices reported as lost or stolen and
provide a clear mechanism for consumers to report such devices.
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€)

Implement a process to detect multiple simultaneous logins
attempts and immediately notify the affected user through
alternate communication channels, such as SMS, email, or callback.

3.2.9 Consumer Awareness

DFS providers shall:

2)

Provide a visible section within the mobile application containing
all relevant legal, regulatory, and compliance information,
including disclaimers, acknowledgments, rights, responsibilities,
and liabilities of both consumers and the service provider.
Educate and inform consumers on how to access, download,
securely use, and cease using the mobile payment application
through the application interface and official release channels to
reduce the risk of malware or unauthorized applications.
Implement a robust consumer support and complaint resolution
process to address any security incidents affecting mobile
application users or backend infrastructure.

Conduct active awareness campaigns to educate consumer and
internal staff about malicious messages, phishing attacks, and
spoofing attempts.

Present all consumer awareness information in a clear, structured,
and understandable format, at a minimum in English.

Ensure that consumers are informed about incident reporting
procedures and that awareness materials are accessible within the
mobile application in multiple languages, as appropriate to the
user base.

3.2.10 Compliance and Enforcement

2)

b)

DEFS providers shall report any breach, incident, or major security
event within 24 hours of detection to the Central Bank of Lesotho
(CBL).

MNOs shall report any breach, incident, or major security event
impacting Digital Financial Services (DFS) or related infrastructure
(e.g., SS7, SMSC, SIM-related fraud) within 24 hours of detection to
the Lesotho Communications Authority (LCA).

In cases where a security event involves both the financial services
and the telecommunications networks (e.g., SIM Swap fraud), the
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affected DFS Provider and MNO shall both report the incident to
both the CBL and the LCA within the mandated 24-hour period.

3.2.11Review and Revision

a) These Guidelines shall be reviewed biennially or as necessitated by
emerging technologies or regulatory requirements.

4. Approval and Authorization

These Guidelines have been approved and signed by the duly
authorized representatives of the institutions respectively on the dates
indicated below.

Lesotho Communications Authority Central Bank of Lesotho
fo)
£ )
Mr. Nizam Goolam Dr. Maluke Letete
Chief Executive Officer Governor
Date: _ | 8’ bs’, 2026 Date: _/ 9'/”:5/;'2 026
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